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Effective auditing of outsourcing arrangements

Question:
How can internal audit more effectively monitor outsourcing arrangements

« Identify outsourcing risks
« Understanding outsourcing lifecycle and key risks
« Understanding role of materiality

* Recognise which auditing methods are most effective
« Adapting approach
« When to get involved

« Design an appropriate auditing framework

 Practical implementation within FL

Why is this important?



Why is this important?

Heritage Friends Provident
« Major outsourcing already in place in IT and selective life and pensions
administration

Heritage AXA UK Life
« Major outsourcing already in place in legacy life and pensions administration
* IT ‘insourced’ to other parts of the group

Friends Life

* Reliance on AXA as third party until separation complete (2 years)
» Over 20 ‘material’ outsource providers — excluding AXA

« Well over 100 significant outsource arrangements in place

* Increasing new business propositions use of 3" parties

« Harmonise policy and approaches



Outsourcing risk landscape

Strategy

* Increasing dependence on outsourcing
* Complex to set up and exit

* Real risk of strategy misalignment

Governance in A\‘\
* Weak governance - No 1 factor in failing , 0“\‘50\.“'0 g ssurance

outsourcing arrangements
* Key challenge to drive “desired behaviours”/
maintain flexibility 4

Multi-sourcing

» Multiple inter-dependent
outsourcing

» Complex web of accountabilities

\ * Increases service risk

Regulatory / Compliance

« Cannot outsource responsibility

* Provider needs to support e.g. TCF
* Focus of regulator

People Location
* Loss of corporate knowledge ‘ Outsourcing ] * Global providers
‘ Controls ‘ * Onshore/offshore

* Protect key competencies
* Drive right behaviours
* Cultural change needs to be tackled

* Increases complexity
* Exposed to new risks

Technology /Data/ Security
* Business critical

* Tight data / access controls

* Robust Security / BCP

* Sub-contracting complication

Relationship

* True collaboration

* ‘Old’ silo approach not
appropriate

* Non-engaged stakeholders
increase risk of failure

Contract
* Flexibility to change
* Level of risk mitigation

Change/ Programme
» Transformation / legacy systems a key driver
* Manages delivery risk

Performance

* Right service levels difficult to set / hard to monitor
4 « Still tendency for quantitative
* Not just service — also controls



Outsourcing governance and risk management

Audit, risk and governance approach needs to be aligned to each stage of the

lifecycle for optimal assurance
Governance

Governance is the

process of guiding
Outsourcing Controls ‘desired’ behaviours

lifecycle defines 7 \ and outcomes
the key stages '

Strategy

Controls provide \

: assurance that

Risk management is . governance and
the process of \ risks management
identifying and processes are
mitigating risks Controls working effectivelyj

: Risk management FriendsLife




Understanding the outsourcing lifecycle

Each stage of lifecycle involves different set of activities

Define Business Strategy / Requirements
+ Determine strategy / strategic drivers

+ Define requirements

* Analyse market

* |dentify high level options

* Prepare outline business case

+ Agree sponsorship / build core team

Supplier Exit / Renegotiation

+ Exit strategy and plan

* Renegotiate contract / negotiate
new

+ Coordinate multiple suppliers

+ Transition to new / inhouse

+ Service management during
transition

+ Decommission / reallocate service

Strategy

Source Supplier

+ Agree supplier list

* Run tender process

+ Assess/ benchmark options

+ Complete due diligence

* Build business case

+ Agree inscope services,
processes, systems, assets

+ Structure the deal

Operational / Supplier Management
* Implement formal governance

+ Manage / monitor service, contract, commercials, risks

+ Manage / monitor change

* Resolve disputes

+ Optimise / transform the business
+ Re-assessing the relationship

+ Deliver the business case / realise benefits

Supplier Onboarding
* Negotiate / finalise contract
* Confirm deal and business
case
+ Finalise ROM
+ Transition to SCD
+ Deliver change
* Achieve quick wins
+ Establish culture
+ Manage people / expectations




Understanding the risks

Each set of activities involves differing risks / risk appetites

Define Business Strategy /

Requirements

+ Not aligned to strategic objectives

+ Optimistic business case

+ Detrimental service

+ Risks not well understood / ignored in
rush to secure deal

+ Unforeseen risks emerge

+ Stakeholders not engaged / bought in

Supplier Exit / Renegotiation

* No exit strategy and plan

+ Unforeseen / unplanned
termination

+ Penalties / costs greater than
expected

+ No viable alternative supplier

* Inhouse skills lost

+ Disputed IPR

+ BAU service impact

Source Supplier

+ Tender process is biased

+ Scope / requirements not clear / detailed

+ Subcontracting / multi sourcing issues not
identified early

+ Compromises made to achieve deal /
commercials

+ Contract does not mitigate key risks

+ Contract terms are vague

+ Due diligence not robust

Operational / Supplier Management

* Poor governance

* Benefits not realised

* Inflexible to respond to business change

+ Ongoing performance issues not addressed
+ Contract hinders / does not incentivise

+ Cost escalation

+ Transformation more complex / difficult than expected

+ Supplier margins not met / service impact
+ ROM/ capability not suitable

« Staff/ skills not ringfenced / corporate knowledge lost

Supplier Onboarding

+ ROM not clear - responsibilities
/'hand offs

+ Emerging details impact deal

* (Sub) contracts not known in
time

+ Inflight projects impact

+ Early poor performance not
addressed

« Staff/ skills insufficiently
ringfenced

« Transition overrun on cost/ time

* BAU impact




Where is internal audit?

Typically audit get involved once the deal is operational

Define Business Strategy /

Requirements

+ Not aligned to strategic objectives

+ Optimistic business case

+ Detrimental service

+ Risks not well understood / ignored in
rush to secure deal

+ Unforeseen risks emerge

J

Potential Audit
engagement

+ Stakeholders not engageei-iesiats

Supplier Exit / Renegotiation —\_

Potential Audit
engagement

Potential Audit
engagement

/

Source Su?)f)lier

+ Tender process is biased

+ Scope / requirements not clear / detailed

+ Subcontracting / multi sourcing issues not
identified early

+ Compromises made to achieve deal /
commercials

* No exit strategy and plan

+ Unforeseen / unplanned
termination

+ Penalties / costs greater than
expected

+ No viable alternative supplier

* Inhouse skills lost

+ Disputed IPR

+ BAU service impact

“Traditional’
Internal Audit

engagement

- _ + Contract does not mitigate key risks
— <ontract terms are vague
I Potential Audit ‘ie diligence not robust

\;Supplier Onboarding

J\

Operational / Supplier Management
* Poor governance

"« Benefits not realised

* Inflexible to respond to business change

+ Ongoing performance issues not addressed

+ Contract hinders / does not incentivise

+ Cost escalation

+ Transformation more complex / difficult than expected
+ Supplier margins not met / service impact

+ ROM/ capability not suitable

« Staff/ skills not ringfenced / corporate knowledge lost

+ ROM not clear - responsibilities
/'hand offs

+ Emerging details impact deal

* (Sub) contracts not known in
time

+ Inflight projects impact

+ Early poor performance not
addressed

« Staff/ skills insufficiently
ringfenced

« Transition overrun on cost/ time

* BAU impact




Appropriate outsourcing framework required

Lifecycle needs to sit within an appropriate corporate governance framework

» Consistent definition of ‘material’

 Linked to corporate risks / risk appetite

» Enshrined in Policy

» Corporate ownership clear

« Auditable . 4

» Applicable across the organisation

 Clarity of roles and responsibilities across LOD
« Clarity over who gets involved when

» Auditable

N

» Applicable to each contract depending on materiality
» Consistency of reporting on services, risks, controls
« Auditable

9 ) J/

9 m




Using materiality to determine level of controls

Corporate Risks

4

Risk / Materiality Impact

Financial Impact Materiality

Business Unit (may vary by unit

or subsidiary)

Regulatory / Legal /
Reputational Impact

Operational Impact

Customer Detriment Impact

ﬂnancial

* Contract Spend

* Supplier Failure Risk

\_

~

J

Tier 1 — Material Outsourcing
]

A

Tier 2 Low
2. Medium 3. Medium High
2. Medium 3. Medium High
2. Medium 3. Medium High
2. Medium 3. Medium High
~_—— 2
Gegulatory / Legal / \ 6perational \
Reputational * Change

* Performance Failure:
* Damages, non-
compliance, fund
losses, intellectual
property

kNegative publicity J

* Level of risk in
changing 3" Parties

¢ Market Concentration:
* Who can deliver the

\ service / value J

ﬂustomer \

* Policyholders
¢ Performance Failure:

* TCF outcomes
¢ Customer detriment

J

\_

« Applied to all 3" parties to determine materiality based on corporate risk and impact

. Determines level of governance and controls needed



Prioritising outsourcing arrangements - 3 tiers

ne

Tier
One -
Low

11

Strategic or Joint
Venture

Performance
Partner

Contract

Commodity or
Transactional

5 to 10 year relationship

Limited to a number of key players

Long term collaboration on a variety of complex
projects

Jointly developing product or process improvements
High level of risk to organisation

Need to have control

3 to 5 year relationship

Continuous improvement and development
Cost transparency

Seeking to improve costs/performance
Shared rewards for delivery

Medium term (2 to 3 years)
Continuity of supply important and controlled by SLAs
Cost and quality most important

Least complex

Short term solution

Does not add direct value
Cost driven

Easy to replace

Major ITO and BPO

* C(Capita
* HCL
* |IBM
*  Wipro

Fund managers — F&C
Specialists — FNZ, JLT
Printing / production -
Williams Lea

Bank
Custodians
Investment managers

Software providers
IFA portals
Facilities

Friendslife



Who does what?

Tier
One -
Low

Level of
controls
increase with
materiality

Internal Audit

Non-
Material

o

SME’s — Legal, Finance, IT, FM
Procurement

Operational Risk/Financial Crime
Compliance

Supplier

Relationship Management

v

* Assurance over supplier

* Assurance over 15t and 2
LOD

* Relationship model

\!
Compliance / Risk
* Monitor 15t LOD activity
* Support relationship management
* Provide advice
Procurement
* Contract ‘centre of excellence’ /
support
SME
* Provide advice / assistance

* All aspects of 15t LOD
supplier management /
reporting




Assurance toolset for different engagement levels

reliance

Relationship maturity

Close &
Continuous
1st & znd ¢
LOD Onsite
reliance

Reliance placed on supplier IA

IA effectiveness review determines reliance
Annual follow-up / sampling

Regular function to function meetings

Input into audit plan / coverage

Sight of audit reports

Regular MI — actions tracking / controls status

Regular function to function meetings

Sight of / influence audit plan / coverage
Sight of audit reports

Regular MI — actions tracking / controls status

Onsite audits as part of audit plan
Determined by contract access rights
Combined assurance coverage with 2"d LOD
1stand 2" LOD effectiveness reviews

determines reliance

Traditional audit space

<€

» Approach adopted determined by materiality, maturity of relationship and

_strength of internal governance framework

* Not an either / or — can be combined or used as a route map



Audit route map - How is this applied?

Strategic or
Joint Venture

Performance
Partner
ne -
Medium
Tier
One - l)
Low O
-
)
c
|5
. O Contract
Commodity or
14 Transactional

Due diligence
Contractual access
rights

Audit service provision
Regular meetings
Onsite audits / controls
assessment

Combined assurance
with 2nd LOD

1stand 2" LOD
effectiveness reviews

Contractual access
rights

Regular meetings
Combined assurance
with 2nd LOD

1stand 2" LOD
effectiveness reviews

Contractual access rights

Relationship maturity

Regular meetings * Supplier
Audit plan input audit
Sight of audit reports reliance

Sight of supporting
guality and control
assessments

Regular MI — actions
tracking / controls status
Supplier IA capability
assessment

Regular meetings

Regular M| —SLA / supporting quality and
control assessments

Potential to invoke audit access rights

Assurance over 15t and 2" LOD



What do we check?

Internal Audit

engagement

Internal Audit
engagement

Define Business Strategy /

Requirements
+ Not aligned to strategic objectives
+ Optimistic business case

Source Supplier
+ Tender process is biased

« Detrimental service St rategy + Scope / requirements not clear / detailed
* Risks not well understood / ignored in / * Subcontracting / multi sourcing issues not
rush to secure deal identified early
+ Unforeseen risks emerge + Compromises made to achieve deal /
+ Stakeholders not engagg ' gommercials
i o + Contract does not mitigate key risks
Internal AUdIt y ontract terms are vague
Supplier Exit / Renegotiation engagement Teiu=Taal-1WYUTo [} AR < diigence not robust

* No exit strategy and plan
+ Unforeseen / unplanned

— engageme nt Supplier Onboarding
' + ROM not clear - responsibilities

termination A i
* Penalties / costs greater than ! andp S
expected + Emerging details impact deal

* (Sub) contracts not known in
time

+ Inflight projects impact

+ Early poor performance not

+ No viable alternative supplier
* Inhouse skills lost

+ Disputed IPR

+ BAU service impact

. . addressed
Operational / Supplier Management + Staff/ skills insufficiently
* Poor governance ringfenced
Interna I Au d It ’ Beneflts not realised . « Transition overrun on cost/ time
* Inflexible to respond to business change + BAU impact
engagement + Ongoing performance issues not addressed

+ Contract hinders / does not incentivise
+ Cost escalation

+ Transformation more complex / difficult than expected
15 + Supplier margins not met / service impact m
+ ROM/ capability not suitable

« Staff/ skills not ringfenced / corporate knowledge lost




Effective auditing of outsourcing arrangements

Conclusion
How can internal audit more effectively monitor outsourcing arrangements

« Understand outsourcing as a lifecycle

Determine materiality of key outsourcing arrangements

Define where internal audit should be involved

Adapt approach and understand end-game

Ensure appropriate skills in place — relationship model

Thank you



