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Risk culture — so what is the challenge?

MY JOB IS TO CREATE
AN ENVIRONMENT
WHERE EMPLOYEES
FEEL SAFE TAKING

RISKS.
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MY OTHER JOB IS5
PUNISHING EMPLOYEES
WHO MAKE ANY KIND

OF MISTAKE.
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Or alternatively...
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OUR RISK MANAGE—
MENT SOFTWARE SAYS
YOUR IDEA IS TOO
RISKY.

REDUCING
ONE OF

LWJHICH

BEartadarmg I agd, im

M o 2009Scoit Adams, Inc./Dist. by UFS, Inc

www.dilbert.com

HOMESTY.

{

1 JUST

THREW UP

IN MY
MOUTH.
|




The Institute of Risk Management

What do we mean...

 Embedding
— Making an intrinsic part of the day-to-day activities of the business

— Or under Solvency Il more accurately...

— Providing evidence of embedding and demonstrating ‘it’ is happening

* Risk culture
— RIisk culture is complex and multi-faceted

— Atits simplest it is how ‘risk management’ is factored into decision making
— How management is rewarded for taking appropriate risks

— And how senior management encourage communication on risk and respond to
bad news
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Risk culture diagnostic

See article in Risk Management Professional
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Culture is about shared meanings...

Common Governance Spirit
Widely held system of shared meanings
Rules are adhered to

Independence Systems of Control
Increasingly independent of Strong pressure to conform
other people’s pressure to conform to a shared system of meanings
- Staff are left to be guided by - Rules are set to guide behaviour -

their own values -

Weak Governance Spirit
Private system of meanings
Rules are not implemented
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Diagnosing organisational culture

Common Governance Spirit
Widely held system of shared meanings
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Style of ERM implementation

Common Governance Spirit
Widely held system of shared meanings
Rules arejadhered to
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Techniques for evaluating risk management

embedding

*Need to consider best practice in how to
do this practically.

*Institute of Internal Auditors issued a
paper December 2010 — “Assessing the
adequacy of risk management using ISO
31000.”

*This identifies 3 approaches to providing
assurance:

1. Maturity Model Approach
2. Process Element Approach

3. Key Principles Approach

IPPF — Practice Guide

ASSESSING THE
ADEQUACY OF

RISK MANAGEMENT
USING ISD 31000

DECEMBER 2010

A The Institute of
Internal Auditors
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The 7 embedding ‘tests’

Test |Is Risk Meaning
Management....

1 Sponsored Leadership clearly sponsor and challenge
activity.

2 Owned Ownership accepted and acted upon at all
levels.

3 Decisive Influences key decisions.

4 Communicated Outcomes are visible and actively discussed.

5 Integrated Part of day-to-day core processes and
procedures

6 Valued Pride and commitment drives continuous
improvement

4 Sustained Robust, reproducible and not dependent on
single individuals




The Institute of Risk Management

How to use the embedding tests?

» The 7-tests are extremely simple

but very challenging to deliver

Level of embedding and criteria

against Approaches to managing risk are fully embedded in day-to-day

. ‘Baseline’ score each division/ business processes and strategies.

function against key element of a 4 |Approaches are adopted and improving but not fully embedded.

framework or ‘culture tests’

_ 3 |Implementation has been completed in key areas.
 ldentify themes across the

organisation and develop Implementation is planned but not delivered.

improvement plans

There is a level of awareness ar understanding but no action has been
taken.

» Track progress with periodic re-
assessment
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Process element approach

« Break the ‘journey’ into small tangible and measurable deliverables
— Break it down into activities each quarter

« Define what is most important to your organisation
— Risk Policy and Standards

— Risk appetite and tolerances
— Roles and accountabilities
— Risk reporting and ORSA

« Put a plan together and get local management buy-in to the activities and
timeline

 Track progress and provide support
« Report progress and address issues that arise

« Make it visible and link delivery to local management performance
management targets
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Process element a

roach — an example

Activity

Summary of scope

Risk Strategy

Risk Management Framework understood &
communicated. Policy direction championed
actively.

Risk Standards

Risk Standards are adopted, gap analysis
completed and improvement plan agreed.

Risk Appetite &
Tolerances

Risk appetites and tolerances are agreed and risks
are monitored against these.

Accountabilities and
Ownership

Accountabilities within the risk process are
understood, agreed and acted upon.

Risk identification &
assessment

Risks are proactively identified, discussed and
evaluated using the risk system to capture
conclusions.

Risk Response

Improvement plans are agreed and acted upon
where necessary to address deficiencies or risk
events.

Risk Reporting

Risks, including emerging risks and risk events are
proactively reported by coordinators with limited
input from the risk function.

Risk Review &
Governance

Governance arrangements are clearly defined and
acted upon. Management and Boards review &
challenge risk data.

Average
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Embedding plans - an example of a structure
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Risk Management Framework
Risk Strategy understood & communicated. Policy
direction championed actively.

Risk Standards are adopted, gap
Risk Standards analysis completed and improvement
plan agreed.

Risk appetites and tolerances are

Risk Appetite & agreed and risks are monitored against
Tolerances

these.
Accountabilities and Accountabilities within the risk process
Ownership are understood, agreed and acted upon.

Risks are proactively identified,

Risk identification & discussed and evaluated using the ARM

assessment ;
system to capture conclusions.
Improvement plans are agreed and

Risk Response acted upon where necessary to address

deficiencies or risk events.

Risks, including emerging risks and risk
events are proactively reported by

Risk Reporting Coordinators with limited input from

Group Risk.

Governance arrangements are clearly
Risk Review & defined and acted upon. Management
Governance and Boards review & challenge risk

data.




The Institute of Risk Management

How this approach can be deployed

Practical experience suggests it works well if...

Local management take accountability for progress reporting

— Make local management report their ‘embeddedness’ with evidence (Its only
embedded if they say so...)

— Instil some competition between areas

Can we used to evaluate a division’s progress or evaluate specific
processes

— Risk committee effectiveness
— Risk Assessment and emerging risks
— Risk event reporting and stress testing

— ORSA process development
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Its about more than just process and evidence
- Integrating with Learning & Development programmes -

o
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was motiveed 1o conidr the parallels %0 think about this more desply. Having done some digging, debating and benchmarking,
that exiss botwoen the key challenges in | found myself & leading menber of the ‘Use wnd Enbodding’ peoject worksivean, being

implementing beth business comiuity 4 50 delivery
and emerpeise rivk managensent having
read some vory dntsreting anicles i the onuoplng the seven embedding tests
December copy of Continuty. ding’ 4 it would be very hard to come up with tengible mewres of
s cne of those wasds, ke ‘entirprise’ «mm it is wery much the same peoblem as measuring & ride culture’ — but it
— everyane uses t, everyooe is At it', but eight b passibibe 10 create & series of Tews’ 10 demaonsirue whether it had been achieved
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o risk magazine without reading about the
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This is known as the “Use Test".

imply put
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H e 1 - The seven embedding “tests
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‘emieddeness fvc] wcrons the Spewmored — This s all about eawsring St there is exscutive and board-level suppont
coganisation. My e eaction was, “Greal  for She programme s this is maintained over time. Leaders sheuld chalionge and be
— you have got what this & sl about ™ My demanding, rather than just saying the right Shings coc ally. Evidence of
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Ve, but can yoas plesse prove it and bemer  ownership, and this should be inked 1o their performance managsment snd rewsed. This
still document it for s, could be evidenced Seough pedomeance reviews, peronal chjethes and remuneaticn
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Leading the risk profess



